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Cloud Computing
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Alignment of Security Function to Business Strategy
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Risk Management
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Cloud Shared Considerations
Cloud must be a business decision
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Cost Benefit Analysis

Pay per usage CapEx to 
OpEx Depreciation Datacenter / 

utility costs
Resource 
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Software 
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Personnel & 
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costs 
Shift in focus

Evaluation Criteria
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FIPS 140-2

Levels 1 - 4

Accreditation
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AI systems need validated data, ongoing monitoring, and ethical/legal guardrails.
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Cloud Data Lifecycle
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Cloud Data Storage
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Asset Classification
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Digital Rights Management (DRM)
Consumer DRM Enterprise DRM

Information Rights Management (IRM)

Auditing of access / 
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AI/ML Data Protection
Trustworthy AI starts with secure data, privacy protection, and responsible oversight.
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Cloud Infrastructure Components
Major cloud components
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Data Center Design
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Attack Vectors
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Physical Security
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Security 
Survey

Categories of 
Controls

Deter
Delay
Detect
Assess

Respond

Layered Defense

Perimeter

La
nd

sc
ap

e

Gr
ad

in
g

D
oo

rs
 / 

M
an

tra
ps

Infrastructure

Ne
tw

or
k

Power

U
PS

Ge
ne

ra
to

r

H
VA

C

NF
PA Fire Detection

Fl
am

e

Sm
ok

e

He
at

Fire Suppression

Water

Wet
Dry

Pre-action
Deluge

Gas

INERGEN
Argonite
FM-200
Aero-K



© Destination Certification

Firewalls
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Business Continuity Management (BCM)
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Secure Software Development
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Security Assessment and Testing
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Common Vulnerabilities & Threat Modeling
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Cryptographic Services
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Access Control

Access Control 
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Cloud Security 

Operations
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IT Service Management
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Legal, Risk and 

Compliance



© Destination Certification

Privacy

PII / Personal 
Data

Re
gu

la
te

d 
PI

I

Co
nt

ra
ct

ua
l 

PI
I

Ap
pl

ica
bl

e 
La

w

Ju
ris

di
ct

io
n

Data Privacy 
Acts

GD
PR

GA
PP

C
on

fli
ct

in
g 

in
te

rn
at

io
na

l 
le

gi
sl

at
io

n

OECD Guidelines

Co
lle

cti
on

 Li
m

ita
tio

n

Da
ta

 Q
ua

lit
y

Pu
rp

os
e 

Sp
ec

ific
at

ion

Us
e L

im
ita

tio
n

Se
cu

rit
y 

Sa
fe

gu
ar

ds

Op
en

ne
ss

In
div

idu
al 

Pa
rti

cip
at

ion

Ac
co

un
ta

bil
ity

Cr
os

s-
bo

rd
er

 
D

at
a T

ra
ns

fe
rs

 

Roles

Da
ta

 S
ub

jec
t

Data Owner / 
Controller

Da
ta

 
Cu

sto
dia

n

Da
ta

 S
te

wa
rd

Da
ta

 
Pr

oc
es

so
r

Outsourcing & Cloud Contracts
Assess 

Provider Risks
Accountability 

vs. Responsibility Contracts / Agreements

MSA SOW SLA NDA

Cloud Audit Contract 
Management

Vendor 
Management

Supply Chain 
Management



© Destination Certification

Cloud Audit
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Printable Blank
CCSP MindMaps

Print out the following blank MindMaps and fill 
them in as your watch our MindMap videos!
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Cloud Computing
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Alignment of Security Function to Business Strategy
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Risk Management
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Cloud Shared Considerations

Frameworks
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Cost Benefit Analysis

Evaluation Criteria
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AI systems need validated data, ongoing monitoring, and ethical/legal guardrails.
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Cloud Data Lifecycle
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Cloud Data Storage

Threats to Storage
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Data Security Strategies
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Asset Classification

Log Review & Analysis

Data Discovery
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Digital Rights Management (DRM)

Data Retention, Archiving & Deletion
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AI/ML Data Protection
Trustworthy AI starts with secure data, privacy protection, and responsible oversight.
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Cloud Infrastructure Components
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Management Plane



© Destination Certification

Data Center Design
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Attack Vectors

Risks



© Destination Certification

Physical Security
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Network Defense
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Business Continuity Management (BCM)
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Cloud Development
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Secure Software Development
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Common Vulnerabilities & Threat Modeling

Verified Secure Software
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Cryptographic Services

Cryptography

Key Management
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Proxies

Crypto in the Clouds
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Access Control



© Destination Certification

Cloud Operations
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IT Service Management
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Investigations
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Privacy

=

Outsourcing & Cloud Contracts
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Cloud Audit



Hi there!
I hope our CCSP MindMaps have helped identify the critical concepts you 
need to know for the exam!

These MindMaps are a small part of our complete CCSP MasterClass.

If you’re looking for detailed explanations of all the concepts covered in 
these MindMaps + everything else you need to confidently pass the CCSP 
exam, check out our CCSP MasterClass here: destcert.com/CCSP

We have guided thousands of folks to confidently pass the CCSP exam 
since it launched in 2015. We provide expert instruction and an integrated 
intelligent personalized system of study resources and tools.

All the best in your studies!

Rob Witcher
Co-founder & Master Instructor
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