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Alignment of Security Function to Business Strategy

Corporate Governance

Security Governance

Focus of Security

Goals of Information Security

Clearly Defined Roles &
Responsibilities

Privacy

Corporate Laws

Overarching Security
Policy

Enable Business
Increase Value

Confidentiality

Integrity

Availability
Accountability
Responsibility

Functional Security
Policies

Standards
Procedures
Baselines
Guidelines

Risk Management




Functional
Assurance
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Cloud must be a business decision
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Cost Benefit Analysis

Personnel &
Pay per usage CapEx to Depreciation Datacenter / Resource Software operational Shift in focus
OpEx utility costs pooling licensing costs

Evaluation Criteria

Certification Accreditation

Common Criteria FIPS 140-2

EALT—-EAL7 Levels1- 4
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Al systems need validated data, ongoing monitoring, and ethical/legal guardrails.

uoljeluaWNd0Qg

JUSWISSISSY
pedw) Jwyiod)y

S|eluawWepuny

W pue |

0
t ) pue 9dUBUIDAOD) vidd
m e vidd
O
v 0 SHiomauel dWY IV 1SIN
= 2 SuonesNqO
o < uolle) n3ay d14123ds-101235
7] — juadelpe-|y VTV
(a'd w |V pue ¥ddo
- o eUIYD
= c
.m b 52 sexo
I = 28 -
)
50 Y O & opelojo)
() o
o |izeig
PV IV N3
! c 110O0H
C oo S & Q0
9 c S 1LOH
— DX Z£5
< o m o) TLIH
c e gupjeu-uolsidaqg
W payewolny
o
5 seig Sundwes
m 0 selqg |edlo1sIH
o S
O (a8 selg uolewlIjuo)
m selg uoijewoiny
r= sy asn-jenQq
Y s 1
asnsiW
uoneAlasald Adeaud
% 9dURINSSY |9POW uoneplijeA 19pow
Alljen 13
m cozﬁmgmﬂmﬁn_ Buusauidug ainjead
nw ) .,m z syealy| Buluosiod ereq
8 S coo A3ayu| eyeq Suiures |
S 002
)] o £ 3dURUAOI{ BlRq
= _ vcﬂuwwmwww_om asuodsay parewoiny
()
|m .m nnu $5UIB| pue uon3aQ Ajewouy
— % = sanbiuyos| sauljaseq |elolneyag
T & O
)
lw % ﬂ BULIO}UOW Buuioyuo awi]-1eay
O Q pue sindu| %wﬁw%ﬂ___wz_
sase) asN |V

32U TRIYIIY

Sulurea auiydey

Buiurea] deag




Cloud Data
Security
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Cloud Data Storage

Storage Storage Storage -
Types method controllers clusters By service model
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Threats to Storage

Unauthorized Regulatory non- Denial of Service Theft or accidental

) Malware No sanitization
access compliance (DoS) loss

Unauthorized usage
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Data Discovery

Types of data

Metadata

Structured

Unstructured

Asset Classification

Asset Inventory

Assign Ownership

Classify

Sensitive Data

Classification

Categorization

Personal Data

Labeling

Marking

Log Review & Analysis

Monitor for

Logging & Monitoring Service

(SIEM system:s)

Aggregation

Errors

Normalization

Correlation Secure Storage

Analysis

Reporting
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repudiation

Modification
Breaches




Digital Rights Management (DRM)

Cloud DRM
Challenges

Consumer DRM Enterprise DRM

Information Rights Management (IRM)

Auditing of access /
use

Rights based on Controlling copy &

Signing / sealing classification pasting, screenshots

Data Retention, Archiving & Deletion

Data retention Migration to Defensible Destruction
policies slower storage
Destruction Purging Clearing
. Shred / ,
Media Disintegrate / Degauss Crypto Overwrite / Format

Destruction Drill shredding Wipe / Erasure
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Cloud Platform and
Infrastructure
Security




Cloud Infrastructure Components

Major cloud components

Management

Plane

Compute Network Storage Virtualization
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Specific to Cloud
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Physical Security

Safety of people
Security| Categories of
Survey| Controls Layered Defense
Deter g
o
Delay € <
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Detect Perimeter b3 Infrastructure ™ Fire Detection Fire Suppression
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Business Continuity Management (BCM)

Business Impact| | Measurements Architect for Vendor Lock-
Assessment of Time Types of Plans Cloud RECOVEI’y failure Engineering in
Business Disaster Recovery || Recoveryto
g g 'ﬂg_ﬂ E Continuity Recovery Recovery to within same || alternate
Plan (BCP) Plan (DRP) Ccsp CSpP




Cloud
Application
Security




i
c
<))
=
q

[e)
)
>
v

0o

©
-

[s!

O

Challenges

Aduaredsuesy pasnpay

sjapow yealyy Suidueyd

adoos
uonedydde paseasu)

Amiqisia Bui33o) panwr

Opportunities

=2in1dnJlseljul s|geinwiwj

SoeRUI
Juswadeuew paljiun

sdonaQ

Adnse3

sainjdaydIe
32IAI9S-0MDIW

SJUsWUOIIAUL pale|os|

ssauanisuodsay

A1n23s sunaseq Jay3iH

Common Pitfalls

Aoueuaynw

suoryedfdde A>e3a

Ayxa)dwod uoiyeidayuj

SE[IeIe IR IVEYENITg

paiinbai
S)IDIS 3 28paymouy MaN

13jsuelny
jou Aew asiwaid-uQ

Gz dol IMD / SNVS

0l doJ dSYMO




e
c
)
=
Q.
O
)
>
)
)
()]
ol
]
=
e e
o
n
()]
ol
-
O
)
n

“meta-phases”
of cloud SDLC
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Software Testing Techniques
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Common Vulnerabilities & Threat Modeling

Cross Site Scripting (XSS) Request || sl [|gnsee || pusrer T ent Modell
ross Site Scripting Forgery Injection J Overflow rea oaeling
Reference
(CSRF)

Stored Parameter /
(Persistent) Reflected DOM bounds ATASM STRIDE PASTA DREAD

checking

Input Validation

Verified Secure Software

Application Programming Interfaces (APlIs) Approved APls Softwarr?1 ; r,?;}lesr#gﬁgy chain
REST SOAP
Slgftle More capabilities
Most Widely Used More complexity




Cryptographic Services

Confidentiality

Integrity

Authenticity

Non-Repudiation

Access Control

= Hashing

Origin

Delivery

Cryptography

Non-repudiation

One-way Two-way Digital Signatures Digital Certificates
Hashing Symmetric Asymmetric Integrity Verify owner of public key
Authenticity

X.509

Key Management

Kirchhoff's Law Generation Distribution Storage Rotation Disposition Recovery
Split Knowledge
Out-of-band TPM Crypto-shredding P 8
, , Dual Control
Hybrid HSM Key Destruction
Key Escrow




Crypto in the Clouds

Use Motion Rest Major components
[®)]
S | ven (Tunneling + Encryption) || '8¢ | Volume || Object Database Data | ENCryption Keys
o) level Engine
£
o
5
T
S g =2 | 2% | =%
P SSL/ g 5 8 | < EP|ER| o®
= TS s | & | & |F 55| 85| 35
g ) € | g | Y=
(]
+— e) v
e le) = — -
ge | = | E8 |88
23 | T |82 ] 8¢
&= g co | 8¢
= = rIU o o
|_

WAF DAM FAM API Gateway




Access Control
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Al t ltiple systems witha | || % £
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Principal / User
Identity Provider
Relying Party /
Service Provider
Tokens
XML

Assertions written in




Cloud Security
Operations
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Backup and Restore
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Investigations

o
v -+
S o st
c . . o)
o Collect & Control Evidence Rules of Evidence || E 2
Qv o
3 §
v [0 oo Q
sl El&| S 3
. . © g
Sources of Evidence Forensics SUppOft E 7 % o g' S é
3 ] |9 o C
SOl <8 |8z
c . >
2| g =2 g
=t | £ w5 S SaaS PaaS laaS
%] 8 85 2
5% | o - o
00 o coc CSP for
£ 30) g 22 Q CSP for Infrastructure
_;5 L|3% & S N S Rely entirely | Infrastructure | & Consumer
3 235 845 A A on CSP & Consumer |for their virtual
S v s fE| 3 for their apps | systemsand
A 5 |Eeo| ~ apps




Legal, Risk and
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Outsourcing & Cloud Contracts

Assess
Provider Risks

Accountability
vs. Responsibility

Contracts / Agreements

Cloud Audit

Contract
Management

Vendor
Management

Supply Chain
Management

MSA SOwW SLA

NDA




Cloud Audit
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Printable Blank
CCSP MindMaps

Print out the following blank MindMaps and fill
them in as your watch our MindMap videos!



Cloud Computing




Alignment of Security Function to Business Strategy




Risk Management




Cloud Shared Considerations




Evaluation Criteria

Cost Benefit Analysis




Al/ML Foundations, Risks, and Governance




Cloud Data Lifecycle




Cloud Data Storage

Threats to Storage




Data Security Strategies




Data Discovery

Asset Classification

Log Review & Analysis




Digital Rights Management (DRM)

Data Retention, Archiving & Deletion




Al/ML Data Protection




Cloud Infrastructure Components




Management Plane




Data Center Design




Attack Vectors




Physical Security




Network Defense




Business Continuity Management (BCM)




Cloud Development




Secure Software Development




Security Assessment and Testing




Common Vulnerabilities & Threat Modeling

Verified Secure Software




Cryptographic Services

Cryptography

Key Management




Crypto in the Clouds




Access Control




Cloud Operations




IT Service Management




Investigations




Outsourcing & Cloud Contracts




Cloud Audit




Hi there!

| hope our CCSP MindMaps have helped identify the critical concepts you
need to know for the exam!

These MindMaps are a small part of our complete CCSP MasterClass.

If you're looking for detailed explanations of all the concepts covered in
these MindMaps + everything else you need to confidently pass the CCSP
exam, check out our CCSP MasterClass here: destcert.com/CCSP

We have guided thousands of folks to confidently pass the CCSP exam
since it launched in 2015. We provide expert instruction and an integrated

intelligent personalized system of study resources and tools.

All the best in your studies!

\' Rob Witcher

Co-founder & Master Instructor
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